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Abstract

Wide area urban contamination events, such as after a terrorist attack or other chemical, biological or radiological disaster, pose a

logistical challenge for response and remediation. The extent of contamination, both on the surface and subsurface, directly im-

pacts the costs related to characterization sampling, decontamination, and clearance sampling (e.g. personnel, consumables and

waste management). Modeling tools that can predict the location and magnitude of contamination may allow for a more efficient

allocation of key resources since wide area incidents may be very costly, and take an extended amount of time, to remediate. This

paper identifies 27 existing water models that are able to simulate hydraulic, hydrologic and water quality processes and discusses

the necessary adjustments to running the models during remediation activities. It also highlights how these features relate to the

unique considerations encountered in the homeland security sector and discusses ongoing research needs.

1 Introduction

1.1 The Need

Events that distribute hazardous material over large expanses

of land (wide area incidents) are unexpected, require coordina-
tion between a number of local, state and federal agencies, and
involve many interrelated activities associated with sampling,
decontamination, and waste management. Since the Amerithrax
incident in 2001, where Bacillus anthracis spores sent through
the mail resulted in five fatalities, considerable efforts have been
made in the United States to develop capabilities for remediating
biologically affected areas (Gorman 2012; Wood et al. 2015; Calfee
and Wendling 2015; Silvestri et al. 2016; Rose and Rice 2014;
Ryan et al. 2010). However, the most efficient path to effectively
remediate a wide outdoor urban area, including underground
systems, is not clear. Stormwater modeling tools have the poten-
tial to provide responders and other officials with valuable and
actionable information related to an event. It would be useful to
have models that could be rapidly deployed after the release of a
chemical, biological or radiological (CBR) agent and which could
provide answers to questions such as: How far has a contamin-
ant spread? Where are areas that the contaminants accumulate?
How much and where does the contamination remain on the
streets after rain events? Where are the contaminants entering
and migrating into receiving lakes and streams? Where and how
much of the contamination is entering the sewers? The objective
of this paper is to draw attention to some of the necessary con-

siderations when adapting traditional water models to manage
the consequences of a biological or radiological terrorist attack or
other disasters. A brief overview of the United States homeland
security related emergency response, existing software options,
and research gaps is also provided.

1.2 Agency Involvement

Response to a CBR incident involves a complicated multi-agency
approach. Understanding the role of the U.S. Environmental
Protection Agency (USEPA) helps to understand how model-

ing tools might be developed and then implemented during a
recovery effort. Under Homeland Security Presidential Directive 10
(HSPD-10), the U.S. Department of Homeland Security (DHS) is
tasked to coordinate with other appropriate federal departments
and agencies, to develop comprehensive plans which “provide
for seamless, coordinated federal, state, local, and international
responses to a biological attack” (The White House 2004). As part
of these plans, USEPA, in a coordinated effort with DHS, is respon-
sible for “developing strategies, guidelines and plans for decon-
tamination of persons, equipment and facilities” to mitigate the
risks of contamination following a biological weapons attack. For
USEPA, the Bioterrorism Act, Presidential Directives and Executive
Orders, and the National Response Framework are legislative
drivers that dictate agency involvement. Under the DHS National
Response Framework, USEPA is designated as the coordinating
federal agency to prepare for, respond to, and recover from oil
and hazardous materials incidents (U.S. Homeland Security 2016).
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Depending on the event, elements of the Comprehensive Envi-
ronmental Response, Compensation, and Liability Act (Superfund),
CERCLA, the Emergency Planning and Community Right-to-Know
Act (EPCRA), the Clean Water Act, the Safe Drinking Water Act, the
Oil Pollution Act, the Clean Air Act, and the Resource Conservation
and Recovery Act (RCRA) authorize USEPA to respond. Examples
of USEPA's responsibilities include: supporting water systems

in preparation for, and during recovery from, attacks and other
disasters; cleaning up impacted buildings and outdoor areas; and
developing a nationwide laboratory network with the capabil-
ity to analyze CBR agents in environmental samples. Predictive
models are one of many tools that the agency uses and develops
to respond to wide area incidents.

It is important to recognize that many groups within
USEPA may be involved in the remediation process and therefore
various actors will have different interests in the capabilities
and application of modeling tools. At the site level, the USEPA
regional on-scene coordinator’s (OSC) roles are to assess, monitor,
and direct the response in coordination with incident command
and technical working groups. Among many agency resources,
USEPA’s Consequence Management Advisory Division (CMAD)
in the Office of Emergency Management, as well as the research
developed at the National Homeland Security Research Center
(NHSRC) in the Office of Research and Development (ORD), are
both available to the OSCs. NHSRC currently maintains and up-
dates several water distribution and waste management tools
(USEPA 2013; 2014b; 2014¢; 2017; Shang 2008). Additional mod-
eling tools have been developed by ORD to support regulatory
and other research objectives. When radiological contamination
is involved the Office of Radiation and Indoor Air (ORIA) and the
Radiological Emergency Response Team (RERT) is intimately
involved.

1.3 Consequence Management

From a technical standpoint, a remediation effort includes

three key components: sampling, decontamination and waste
management. Sampling is conducted to identify how much and
where contaminants are located. Geiger counters provide rapid
indication of the presence and intensity of radioactive materi-

al, allowing for quick assessment of contamination. Biological
sampling can be much more time consuming due to the need for
precise collection techniques such as vacuuming and swabbing
(Calfee et al. 2013; Tufts et al. 2014). This activity is further com-
plicated because of the limited number of certified laboratories
capable of analyzing biological agents. As such, the turnaround
time of results may be slow during a wide area incident response.
A hypothetical scenario of aerosolized Bacillus anthracis spores
dispersed across a 5.2 km? dense urban area found roughly 30
million samples would need to be taken to identify, at 95% prob-
ability of detection, a 0.9 m? sized hotspot in the outdoor, indoor
or underground environment (Hayes 2016). This suggests that
probability based sampling plans using existing methods would
pose a substantial economic and logistical burden. Judgmental
sampling plans, with current technologies, are one method that

has been proposed to overcome this sampling challenge for
some aspects of remediation. If stormwater models were refined
to predict the boundaries of contaminant hotspots on roads and
land cover under different weather conditions, the visualizations
would provide planners and samplers with maps of the areas to
more efficiently target sampling efforts. Analysis priority could
also be assigned to samples that are more likely to contain high
levels of the hazardous material.

Following site assessment, decontamination is likely to be
performed to remove or mitigate the danger of the hazardous
material. After the Fukushima Daiichi nuclear power plant inci-
dent, characterizations of water flow paths from existing hydro-
geological maps were critical for assessing mobilization pathways
for radionuclides and potential routes for recontamination. The
observed transport was predominantly associated with radio-
caesium soil particles which were mobilized during periods of
high rainfall (Nakayama et al. 2015). Existing stormwater models
could be leveraged to calculate necessary contact times of decon-
taminants in pipes and predict runoff pathways of spray based
methods so that they do not affect clean areas downstream of the
event. Treatment could also be modeled to predict the effective-
ness of remediation alternatives.

Waste management is an ongoing part of the remediation
process. Waste can be generated from personal protective gear,
the liquid runoff of decontaminants, water used as an exposure
mitigation technique (e.g. hosing down streets or dust sup-
pression), water used to rinse responders, and solids removed
from the site rather than undergoing remediation; all must be
disposed. Estimates of liquid waste volumes from a wide area
incident have been of the order of magnitude of billions of liters
(Boe et al. 2013). Stormwater models may be useful for selecting
staging locations that minimize the risk that runoff will contamin-
ate clean zones. Water quality features in models may also prove
useful in demonstrating if the disposal of liquid wastes into the
stormwater system would be detrimental or not.

1.4 Contaminants of Concern

CBR agents are likely unfamiliar to most practitioners in charge of
city stormwater and watershed models, but a wealth of informa-
tion is available in the peer reviewed literature (Bartelt-Hunt et al.
2008; Garcia-Sanchez and Konoplev 2009; Greenberg et al. 2010;
Sinclair et al. 2008). An introduction to biological (e.g. anthrax)
and to radiological contamination in particulate form (assumed
to be inert and not chemically changed during transport) will be
the focus of this paper because of the environmental persistence
of these forms of contamination. Chemical weapons such as
blister and nerve agents are also of concern, but the modeling
approach is expected to depend more heavily on the solubility,
degradation reactions and partitioning properties that vary
significantly between agents. The U.S. Department of Health and
Human Services (HHS) and the U.S. Department of Agriculture
(USDA) maintain a federal select agent program that identifies
biological agents and toxins which have the potential to pose a



severe threat to public, animal or plant health. The U.S. Centers for
Disease Control and Prevention (CDC) places bioterrorism agents
into categories A, B and C (Table 1).

Table1 CDC bioterrorism agent categories by disease and
causative agent.

Bioterrorism agent

Category A

Anthrax (Bacillus anthracis)

Botulism (Clostridium botulinum toxin)
Plague (Yersinia pestis)

Smallpox (variola major)

Tularemia (Francisella tularensis)

Viral hemorrhagic fevers

Category B

Brucellosis (Brucella species)

Epsilon toxin of Clostridium perfringens

Food safety threats (e.g. Salmonella species, Escherichia coli 0157:H7, Shigella)
Glanders (Burkholderia mallei)

Melioidosis (Burkholderia pseudomallei)
Psittacosis (Chlamydia psittaci)

Q fever (Coxiella burnetii)

Ricin toxin from Ricinus communis (castor beans)
Staphylococcal enterotoxin B

Typhus fever (Rickettsia prowazekii)

Viral encephalitis

Water safety threats (e.q, Vibrio cholerae, Cryptosporidium)

Category C

Emerging infectious diseases such as Nipah virus and hantavirus

Category A agents, which pose the highest risk to na-
tional security, can be easily disseminated or transmitted from
person to person, result in high mortality rates, require special
preparedness actions, and have the potential to cause public
panic and disruption. Category B agents are moderately easy to
disseminate, result in moderate morbidity rates and low mortality
rates, but require the enhancement of diagnostic and surveillance
capability. Category C agents are of emerging concern because of
their availability, ease of production for mass dissemination, and
potential for a major health impact. Previous research has sur-
veyed the environmental persistence of category A and category
B agents and found a wide range of viability depending on matrix
and environmental conditions (USEPA 2014a). While all bioterror-
ism agents are cause for concern, Bacillus anthracis, the causative
agent of anthrax, has garnered substantial research attention
because it persists for years, it is easy to spread, and inhalational
anthrax is particularly deadly (D’Amelio et al. 2015). Generally,
organisms capable of forming spores have a prolonged environ-
mental persistence and are more resistant to decontamination,
making them a good conservative test organism for other efforts
as well (McDonnell and Russell 1999).

Wide area radiological contamination, whether from the
detonation of a radiological dispersal device, improvised nuclear
device (aka a dirty bomb), or an accidental release from a nuclear
power plant, is a concern (Kaminski et al. 2016). The primary
radionuclides of concern are *’Cs and *°Sr which have long half-
lives and known adverse effects on human health. The area of
contamination will vary significantly depending upon the type
of detonation. A dirty bomb is likely to be limited to the scale of
several city blocks (USEPA 2015). Modeling a wide area radiologic-
al event will require a model capable of calculating air dispersion
behaviour, and specifically incorporating infrastructure geometry,
which has been shown to affect deposition patterns (Jonsson et
al. 2013). Stormwater is also considered a major transport mech-
anism of radiological contamination. After the Fukushima nuclear
power plant disaster in 2011, surface runoff contained '¥’Cs (USE-
PA 2015). In urban areas outside of Chernobyl, radiological street
contamination decreased over time due to natural weathering.
However, in some areas the contamination remained on streets
for up to 7 y (Andersson et al. 2002). It is expected that large open
permeable areas will serve as sinks of radiological contamination.
Parks in urban areas have demonstrated this effect (Avery 1996).
The migration rate of radionuclides in soil is slow (centimetres
over decades) therefore groundwater contamination is less of
a concern than runoff processes (Ohta et al. 2012). A number
of radiological fate and transport models were developed post
Chernobyl and have been reviewed extensively by others (Galle-
go 2006; Monte et al. 2005; Monte et al. 2004). The partitioning
coefficients commonly used in models, such as the European
Commission’s model based computerized system for manage-
ment support to identify optimal remedial strategies for restoring
radionuclide contaminated aquatic ecosystems (MOIRA), may
be a useful resource for obtaining the washoff and partitioning
coefficients needed by the standard storm and watershed models
that are used by municipalities on a more routine basis.

2 Models

2.1 Model Review

Over the years, many modeling tools have been developed to
serve the hydraulic and water quality needs of municipal systems.
Projects have included, but are not limited to, network design,
system management, low impact development, flood control,
and watershed protection. For this work, the tools considered had
capabilities to simulate hydrology, hydraulics, and the fate and
transport of pollutants in urban environments, including overland
flow and pipe networks in stormwater systems, because these
elements were identified as necessary for answering the common
questions posed during remediation. From internet searches and
peer reviewed literature, 58 models or modeling software pack-
ages were identified as currently being used by municipal gov-
ernments and containing some of these elements. They ranged

in complexity from spreadsheets to sophisticated software. Many
of the models excelled at only one or two of the computational



aspects and therefore were not investigated further (Table 2).
Some of these models may still have the potential for adoption,
but would likely require integration into other software in order
to produce risk maps of contaminants. After the initial screening,
27 models or software packages were found to include hydraulic,
hydrologic and water quality capabilities and were included in a
more detailed review (Table 3).

Table 2 Models and software that were rejected during initial

screening, by primary reason.

Model or Package Full Model Name

Runoff Only
Green Values National Stormwater Calculator
National Stormwater Calculator
North Carolina State University Rainwater

Harvesting Model

Rational Method

TR-20 and TR-55 Natural Resources Conservation Service Computer
Program for Project Formulation Hydrology
Technical Release

VRRM Virginia Runoff Reduction Method

WARMF Watershed Analysis Risk Management Framework

Hydraulic or Hydrology Only

Culvertmaster

FHWA Hydraulic Toolbox

Flowmaster

HY8 (Culverts Design)

ICPR Interconnected Channel and Pond Routing Model

Metropolitan Council Stormwater Reuse Guide
Excel Spreadsheet

MIDUSS

MODRET (Detention Ponds) Computer Model to Design Retention Ponds

PondPack

WWHM Western Washington Continuous Simulation
Hydrology Model

River Model Only

HEC-RAS Hydrologic Engineering Center’s River Analysis
System

HYDRO_AS-2D

MIKET1

WSPRO Water-Surface PROfile computations

Water Quality or Receiving Water
Only

BATHTUB

CE-QUAL-W2 Two-Dimensional, Laterally Averaged

EPD-RIV1 Environmental Protection Division 1D River Hydro-
dynamic and Water Quality Model

PONDNET

QUAL2E Enhanced Stream Water Quality Model

WASP Water Quality Analysis Simulation Program

WILMS Wisconsin Lake Modeling Suite

Miscellanous

i-Tree Hydro

RECARGA (Bioretention/Raingarden Sizing

Program)

Table 3 Models and software selected for detailed review;
the organization sponsoring the model or software

development is given in parentheses.

Model or Software Full Model Name

Watershed Models
BASINS Better Assessment Science Integrating Point and
Nonpoint Sources
BasinSim 1.0
GSSHA (U.S. Army Corps of Engineers, USACE)  Gridded Surface Subsurface Hydrologic Analysis
GWLF (Cornell University)
HEC—HMS (U.S. Army Corps of Engineers, USACE) Hydrologic Engineering Center—Hydrologic
Modeling System
HSPF (Aqua Terra, U.S. Geological Survey, USGS, Hydrological Simulation Program — Fortran
U.S. Environmental Protection Agency,
USEPA)
LSPC(U.S. Environmental Protection Agency,  Loading Simulation Program C
USEPA)
MapShed (Penn State Institutes of Energy and
the Environment)
QHM (S5G)
SWAT (U.S. Department of Agriculture, USDA)  Soil and Water Assessment Tool
WARMF (Systech)

Generalized Watershed Loading Function

Watershed Analysis Risk Management Framework

Sewer and Stormwater Modeling

Software
InfoWorks ICM (Innovyze)
MikeUrban (DHI)
P8 (Walker and Walker) Program for Predicting Polluting Particle Passage
thru Pits, Puddles, & Ponds
SHSAM (Barr Engineering) Sizing Hydrodynamic Separators and Manholes

WinSLAMM (PV and Associates, LLC) Windows Source Loading and Management
Model
SWMM Family Stormwater Management Model
InfoSWMM (Innovyze)
PCSWMM (CHI)
SWMM (U.S. Environmental Protection Agency,
USEPA)

XPSWMM (XP Solutions)

Sewer Models
CivilStorm (Bentley)
HydroCAD (HydroCAD Software Solutions LLC)

Support Tools

MIDS Calculator (Minnesota Pollution Control ~ Minimal Impact Design Standards
Agency, MPCA)

SELDM (U.S. Geological Survey, USGS/ Federal  Stochastic Empirical Loading and Dilution Model
Highway Administration, FHA)

SELECT (Water and Environment Research
Foundation, WERF)

STEPL (U.S. Environmental Protection Agency, ~ Spreadsheet Tool for Estimating Pollutant Loads
USEPA)

SUSTAIN (U.S. Environmental Protection Agency, System for Urban Stormwater Treatment and
USEPA) Analysis

The detailed review compiled the following key infor-
mation: code developer, hardware computing requirements,
code language, original application (e.g. urban, rural), public or
proprietary, cost, physical or empirical basis, core mathematical



methods (e.g. for flow routing and water quality), required and
optional input data, output options, representation of uncer-
tainty, prevalence, and ease of use for public utilities. The informa-
tion was collected from descriptions and documentation on the
model’s official website, the model manuals, factsheets listed on
the model website, literature search based on the model’s name
and case studies of the model applications to real study sites ob-
tained from internet searches. This extensive detailed information
will be made available as a future USEPA technical report.

Four groupings of modeling software which were reviewed
in detail and that contained all the desired computational aspects
emerged, as shown in Table 3. One set of models (HydroCAD, In-
foWorks ICM, and CivilStorm) had a core focus on pipe flow within
sewers, but some organizations offer expansion products. Many
of the models that solve the fundamental hydrologic, hydraulic
and water quality equations were classified as watershed models.
While these contain advanced capabilities for pollutant transport,
they are not commonly linked to detailed sewer networks. Some
of the models are better described as decision support tools. For
example, SUSTAIN uses portions of both SWMM and HPSF code
and provides users with a framework to evaluate stormwater best
management practices. Models with the capability to simulate
water quality, pipe networks and 2D overland flow (InfoWorks
ICM, MikeUrban, PCSWMM, InfoSWMM and XPSWMM) form the
suite of tools with the most robust capabilities for remediation
after a terrorist attack. Existing models in other formats are still
useful in terms of data and specialized modeling compartments.
They will need to be combined with these other tools to answer
all of the questions that are useful during response efforts.

3 Unique Modeling Considerations

During a response, leveraging a city’s existing sewer network and
watershed models could save resources and more rapidly inform
decision making. Ideally, pre-existing models on a platform that is
widely used and accepted at a local level will be utilized. How-
ever, during the model review it was found that no one model is
readily usable for the types of applications conceived as benefi-
cial during consequence management of a wide area response.
Recognition of potential hurdles can help prepare for an incident.
This section outlines considerations related to model alterations.
It also highlights logistical considerations that municipalities
should anticipate and start planning for now.

Modeling efforts can encounter difficulties during re-
mediation. These include, but are not limited to, aspects related
to repurposing an existing model, model ownership (e.g. the
modeling was done entirely by outside consultants no longer
on retainer), or the model has the wrong resolution or dimen-
sionality for the current scenario. Often models are developed to
address specific questions encountered by a municipality, and
this can lead to certain challenges if that model is to be used
for a wide area CBR incident. Models may be highly detailed for
a small portion of an urban area, or represent a large area with
lower resolution. Modeling too small an area will miss the impact

outside the model scope, while modeling too large an area results
in long runtimes for high resolution or missed details if using a
coarse grid.

Detailed surface remediation will require modifications to
existing models. Models will need to be converted from a 1D sew-
er network to a 2D overland flow model. This will require digital
elevation data, a shape file of the building footprints, and the
locations of sewer inlets. In order to achieve the desired spatial
resolution of pollutant surface concentrations, subcatchments
will need to be redefined from their original sewer drainage areas
to much smaller areas. This is particularly necessary in SWMM
because pollution can only be assigned to a particular land use
within a subcatchment. By creating smaller subcatchments that
match the size of the 2D mesh, it is possible to match contamin-
ant location more precisely to the source of the release and any
air plume deposition modeling results. In addition to adjusting
subcatchment size, the coefficients for processes such as infiltra-
tion and washoff will need to be updated to an appropriate value
for the agent released during the incident.

Many municipalities use outside consultants for their
modeling needs and, internally, infrastructure information is
maintained by different departments. City planners could map
out key data contacts and data sources now as part of their emer-
gency planning practices. Even if model conversions are not a
top priority for local routine operations, having a sense of what
information would be missing, the formats it needs to be in, and
where in the government structure the information is located are
very important to know ahead of an incident.

Out-of-the-normal collaborations between different levels
of government and scientific expertise will also form during the
response (e.g. technical support working groups). For example,
after the incident air pollution models may produce predicted
plumes of contamination. Water modelers will need to coordinate
with air modelers to use these outputs as initial concentration
estimates. These surface deposition concentrations will serve
as input for washoff predictions from rain events and updated
deposition plumes should be used if the weather events impact
the air model predictions. The modeler also needs to plan on inte-
grating sampled concentration results, as they are returned from
the laboratory, as validation points and to be prepared to assist
decision makers in identifying locations where contaminated
runoff will not reach sensitive equipment or where waste can be
stored without exacerbating contamination.

The time available to prepare and run the model during
aresponse is likely to be very compressed compared to typical
modeling projects. Normal sources of climate data at the needed
temporal and spatial resolutions may not be available for the
initial model runs. Plans should be made ahead of emergency
events for the sequence and data processing of forecasted weath-
er data, rainfall data from federal government data sets, and local
rain gauges. Computer scripts can be developed ahead of events
to retrieve and format the data for use in the models. Also, super-
computing power should be secured ahead of time from federal



agencies, universities, and other organizations for instances that
require high resolution 2D modelling over a wide area. This level
of detail will greatly increase computational times so at the start
of each modelling effort, it should be discussed in which areas
coarser resolution would suffice. Modelers should be prepared to
rerun simulations multiple times as more data become available
and communicate with decision makers the uncertainty in the
results at various stages of the response.

It is also important to acknowledge that, historically, water
quality modeling predictions have been subject to greater in-
accuracies than hydraulic modeling predictions. Also, measuring
the water quality of overland flow before it reaches receiving
waters is very rare. Laboratory and field scale validation exercises
need to be performed with surrogates for CBR agents in order
to better understand the uncertainty associated with predicting
their behaviour and transport using stormwater models. A better
understanding in this area has further benefits for the creation of
stormwater quality regulation for more routine contamination as
well.

4 Conclusions

Stormwater models can be an asset when responding to a terror-
ist attack or some other disaster that affects a wide urban area,
but coordinated efforts are needed in advance in order to adjust
and prepare them for implementation. Many different software
options for simulating hydrologic, hydraulic and water quality
processes are available and in use throughout the United States,
but only a handful integrate 2D overland flow, pipe network

and water quality algorithms into one package. They must be
modified and validated through field and laboratory studies to
incorporate CBR transport properties and provide case studies
for modelers who will respond to an incident. Validating models
for highly hazardous materials is challenging. It requires ongoing
efforts to carefully design physical laboratory models and to
select representative surrogates safe for environmental release.
Sensor advancements for measuring the depth of very shallow
water in streets is also needed. Local government assessments

of their current portfolio of data and models with a discussion of
where and how these could be used during a response will aid

in better understanding current capability gaps and in enhanced
response. The results of these efforts hold the potential to provide
enhanced mapping functionalities that will aid in the sampling,
decontamination and waste management at a site following a
wide area CBR incident.
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